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Did you know you can use your mobile device instead of a Security Device? Users enabled with HSBCnet Mobile authentication can
use their mobile device instead of a Security Device to log on and use HSBCnet services. To learn how to enable and use this feature, refer

to the Mobile authentication section on our HSBCnet Mobile page.

Use the information and examples in the table below to troubleshoot issues you may encounter when using your new Security Device.

Message Symptom Probable Causes Action Required
Displayed
bAtt 2 message followed This is a low battery message. The low Request your System Administrator
AL 7 by bAtt1 and bAtt0 battery counter starts at 2 indicating a to allocate a new Security Device.
_— messages appear in the battery life of about 2 months. Your existing Security Device must
device window After its first appearance, the bAtt message first be deactivated before a new
LALE ! appears for 2 seconds each time the device device can be allocated.
L= | is powered on. After 2 seconds, the device
resumes normal operation. Note: Please dispose of the
deactivated device in an
bhkL h environmentally safe manner.
button message appears This indicates that a button is being pressed Ensure that a button is not being
Bk in the device window and held (accidentally) for a certain time accidentally held down.
uLLon (between 7-9 seconds). It results in the
device switching off to preserve battery life.
When selecting a new The new PIN you have selected is unsafe or Resume selecting a new PIN and
PIN, a not SAFE message weak. ensure that the PIN you select does
NEW PIN . . .
ank SHEE appgars l?rlefly in the not cpptam numbers.that are
L = - | device window before repetitive or sequential (example
reverting to NEW PIN 11111 or 123456). Note: The new
message. PIN should be four to eight digits in
PIN FAIL message 1. You have entered an invalid PIN. 1. Press the Green Circle button
appears in the device briefly and, when prompted, enter
window (for example, PIN the correct PIN again.
FAIL
e "o 1, PIN FAIL 2, PIN FAIL 3) 2. Lost or forgotten PIN. 2. Reset your Security Device PIN.
Fhi L ! To unlock the device, refer to the
e PIN 2 guide on ‘How do | reset my
L security device PIN?’ in the Help
PIN ntr
L 3 contre
- 3. This Security Device may not have been 3. Check with your System
allocated to you. Administrator to ensure the device
you are using is allocated to you.
oK PN When entering the unlock You have entered the incorrect unlock code Wait for the device to turn off. Press
Fn L ! code into the device, it the Green Circle button briefly and,
— displays a LOCK PIN FAIL when prompted, enter the correct
message. (For example, unlock code again.
Tk | LOCK PIN FAIL
FRL 2 1, LOCK PIN FAIL 2)
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Message Symptom Probable Causes Action Required
Displayed
1. When unlocking my 1. You have entered the unlock code 1. Wait till the device turns off after
Security Device, incorrectly into the device three times. As a the Unlock Retry Delay period. Press
It displays a LOCK PIN result, for security reasons, you will not be the Green Circle button to turn on
FAIL 3 message that will allowed to operate the device for one hour. the device. Then enter the correct
not go away (Also called Unlock Retry Delay period) Unlock Code.
If after one hour, you again enter the
incorrect unlock code, the device will Note: The Unlock Retry Delay
display a LOCK PIN FAIL 4 message period is determined by the number
preventing you from operating the device of unsuccessful attempts to enter
?E' ) PIN 3 for an additional hour (you have to wait for the unlock code.
L two hours before you can again attempt to
enter the unlock code).
This will continue to occur for up to 6 hours
if you keep entering the incorrect unlock
code.
2. The Device displays a 2. You have entered the incorrect PIN three 2. Unlock your device and reset your
LOCK PIN FAIL 3 times and your device is locked for security Security Device PIN. To unlock the
message briefly before reasons device, refer to the guide on ‘How
displaying a 7-digit code. do | reset my security device PIN?’
in the Help Centre.
When entering a new PIN The PIN you have entered does not match Ensure that the PIN you have
a second time to confirm, the previous PIN entry. entered matches the previous entry.
) my Security Device
LF'“ displays a FAIL Pin
message
The Device window The device is no longer working. 1. Ask your System Administrator to
T Lock REW P ConF displays multiple deactivate the device and issue a
RRRARaEG L incoherent messages one new device.
00K NEY P CONF | after another (see some 2. Ask your System Administrator to
PLrrsy EJ sample messages on the contact your local HSBCnet Support

left)

Helpdesk to record this issue.

The Device window
displays messages with
incomplete characters

The device display is no longer working.

1. Ask your System Administrator to
deactivate the device and issue a
new device.

R J 2. Ask your System Administrator to
contact your local HSBCnet Support
Helpdesk to record this issue.
Error(s) HSBCnet does not 1. This Security Device may not have been 1. Check with your System
occurred. The recognise the security allocated to you. Administrator to ensure the device
details you code entered. you are using is allocated to you.

have entered
do not match
our records.
We may
suspend
access to your
service if there
are too many
unsuccessful
attempts to
log on.
(LOG_0010)

2. Security code has timed out. Each
generated code is only valid for a few
seconds.

2. Turn off and turn on the Security
Device and generate a new code.
Enter this code immediately into the
on-screen field.

3. Security Device needs re-synchronising

3. System Administrator must
resynchronise the Device.

Not applicable

User Security Device has
been lost or cannot be
accounted for

User has lost or not returned his/her
Security Device.

Deactivate the Security Device, and
if necessary, set up the User with a
new Security Device.
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Disclaimer

This user guide is prepared by HSBC Bank plc (“HSBC") for issuance by it or another member of the HSBC
Group, which comprises HSBC Holdings plc and its subsidiaries (“HSBC Group”). The user guide is prepared
for use by the relevant issuing HSBC Group member to provide the recipient with guidance in relation to the
use of the HSBC Group’s products and services referred to in it. It is not intended to constitute an offer of
finance or other services, nor does it constitute accounting, investment, legal or tax advice, nor advice in relation
to the suitability of the HSBC Group’s products or services for the recipient’s intended business purposes or
activities. The recipient should not rely upon the contents of the user guide and must obtain its own advice in
this regard. This user guide should be read in its entirety together with all other relevant terms, guidance and
information made available to the recipient in connection with the products and services to which it relates. The
HSBC Group does not warrant that the user guide nor any information contained in it is complete or accurate,
including any material sourced from a third party and reproduced in the user guide. Any information or opinions
are provided as at the date of the user guide and are subject to change without notice at any time. This user
guide is intended solely for use by the recipient to whom it is made available by the relevant issuing HSBC
Group member. It should not be photocopied, reproduced, distributed or disclosed in whole or in part to any
other organisation or person without the prior written consent of HSBC or other relevant issuing HSBC Group
member, each of which excludes any liability in connection with the user guide to the maximum extent
permitted by law.

Disclosures

HSBC Bank plc is authorised by the Prudential Regulation Authority and regulated by the Financial Conduct
Authority and the Prudential Regulation Authority. It is listed with the registration number 114216. HSBC Bank
plc is a company incorporated under the laws of England and Wales with company registration number 14259
and its registered office at 8 Canada Square, London E14 5HQ. HSBC Bank plc's registered VAT Number is GB
365684514.

HSBC Continental Europe (HBCE) is a public limited company (a société anonyme) with registered office at 38
avenue Kleber 75116 Paris, registered with the Paris Trade and Companies Register under number 775 670 284.
HBCE is authorised as credit institution and investment services provider by the Autorité de Contréle Prudentiel
et de Résolution (ACPR), regulated by the Autorité des Marchés Financiers and the ACPR, supervised by the
European Central Bank as part of the Single Supervisory Mechanism.

Copyright: HSBC Bank plc 2025. ALL RIGHTS RESERVED.
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